HanHbiii npoekt nemoHcTpupyeT npumep ymnpasiaeHusi [IJIK ¢ OC Linux ¢ nomouipro
TepMUHa/IbHBIX KOMaH/, ¢opmrpyeMsbix B Codesys. [l pa3paboTKu MpoeKTa MCI0/Ib30BaHa cpe/ia
Codesys 3.5.16 patch 4 u ycTaHOBOUHBIM MakeT KOMIOHEHTOB i Mozyseil RealLab! CoDeSys
Linux package.

UroObl pa3pellinTh BBLITIOJIHEHWE TepMHUHAIbHBIX KOMaH[ W3 cpefbl ucronHeHusi Codesys,
TpebyeTcsi BHeCcTH n3MeHeHus B ¢aiin /usr/bin/codesys/CODESY SControl.cfg , a imeHHO 106aBUTH
B KOHel] (paiina nepeueHb HeoOXOJMMbIX KOMaH/, B C/efytoleM (opmare:

[SysProcess]
Command.0=ls
Command.1=blkid

Command.X=...

3necb X — 9TO HOMep TIOC/e[HeM yKa3aHHHOW KoMaHzbl. KosmnyectBo X KOMaHZ He
orpanndyeHo. Ecmm TpeOyeTcsi paspemmTh BBITIONHEHWE /OOBIX KOMaH[, OTChIJIAeMBIX W3
ucronHuTensHoM cucteMbl Codesys, To B daitn CODESY SControl.cfg Hy)KHO BHECTH C/ieyIOLUiA
TEeKCT:

[SysProcess]
Command=AllowAll

O[HaKO CTOWT TNOMHHUTh, YTO B 3TOM ciayyae B TepmuHas [IJIK OyzayT HaripaBieHbl r00ObIe
KOMaHZbI, popmupyemblie B ripoekte Codesys. C mienbto coxpaneHust paborocrnocobHoctu ITJIK He
peKOMeH/IyeTCsl pa3peliaTh BbIOTHeHKe JTF00bIX KOMaH/I.

Buectu u3menenusi B CODESY SControl.cfg Mo)kHO € Mcmonb30BaHHEM MporpaMMbl Bitvise
SSH Client. Ins storo B okHe mporpammbl noTpebyetcss BBectu [P-azpec ITIVIK u mnms TIJIK
Username 1 HakaTb KHOIIKY Log in.

@ @ @&
g

Default profile
( ) Login  Options  Terminal |  ROP  SFTP  Services €25 S2C  SSH  Notes About*
Server Authenteation

Default profile

(@)

Load profie

Default profile

Host | 192.168.0.5 Load profie: Host | 192.168.0.210

74 Port 22 [ Enable obfuscation Inital method  none. ~ 74 Port 22 (DEnable obfuscation

Save profie as Bevaton  Default Y Save profie as Bevaton  Default v Save profie as
Either the connectio
orthe hostkey has been removed fior

New profie.

&

Reset profie
‘SHA-256 Fingerprint:
1BGnSDZ0731vQFWAKNALO4GIS/ADVZIaFGUININCSA .

HDS Fingerprint:
T 89ic0:0:5a:45:F4: 12:60:69:bC:96:40:75:23:04:2 fers.

)12:16:10.835
D12:16:10.835

) 13:36:43.109

1)13:36:43.109 % Bubble-Babble:

‘ 1)13:36:43.109
)13:36:43, 109
‘ 1)13:36:43.109

)13:36:43.904

1)12:19:12.885
1)12:19:12897
D)12:19:12973
D1219:12973

cting to SSH server 192.168.0.59:22.
cton establshed.
fon: S5+-2.0-OpenSSH_7.3p1 Raspbian-10+deb 10u2+rpt1

1)13:36:43.905
)13:36:43.998

)12:16:11.701 Loading defauit profie.

additions
)12:18:13.070 Received host key from the server. Algorithm: RSA/sha2-512, sze: 2048 bits,
SHA-256 fingerprint: 1BGNSDZ073 1VQFwiKnA 1o4GIS/dDVZIaFGUININCSA.

Pucynok 1 — Ucnonb3oBanue Bitvise SSH Client anst nogkmtouenus K ITJIK ¢ OC Linux

Hanee B mnossuBiiemcs okHe asropusanuu misa IIJIK NLScon-RSB BBectu criepyroiue

JlaHHbIe:
sioruH pi (yxe yka3zaH B Username) , maposb 123

Insa TIJIK NLScon-LX norun root (yxe yka3aH B Username), 6e3 raposisi — M03TOMY OKHO

dBTOPH3dlIMH HE TTOSABUTCA.
ITocne YCIIEeITHOI0 IOAK/IHOUYEHNS B JIEBOM UACTH OKHA IIOSIBSTCS WHCTDYMEHTBI, NOCTYITHbIE

st B3aumogeiicteus ¢ [TJTK.



B cryuae padotsi ¢ IIVIK NLScon-LX HyxHO BbiOpats New SFTP Window.
& 56 C -

Window behavior

Default profile

logn  Options Terminal RDP  SFTP Services C25 S2C  SSH  Notes About*
/) Server Authentication
Savaprofe as Host  192,168.0.59 Username i
= Port 22 (D Enable obfuscation Initisl method  none ~
- —
Bitvise S5H Elevation Default v
Server Control
Panel Kerberos
83
[CJGss/Kerberos key exchange
New termingl Request delegation
console
yex authentication
Proxy settings Host key manager Client key manager Help

)12:21:19.627 Started & new 55H connection.

1)12:21:19.628 Connecting to SSH server 192,168.0,59:22.

)12:21:19.639 Connection established.

1)12:21:19.686 Server version: S5H-2.0-0penSSH_7.9p1 Raspbian-10-+deb 10u2-+pt1

)12:21:19.686 F;:rkev exchange started, Cryptographic provider: Windows CNG (x86) with
additions

§)12:21:19.782 Received host key from the server, Algorithm: RSA/sha2-512, size: 2048 bits,

| SHA-256 fingerprint: 18GSDZ0731vQFwfKnA 104GIS/dDVZIaFGUIWIWESA,

I 1)12:21:21.875 Firstkey exchange completed using Curve25519. Connection encryption and
integrity: chacha20-poly 1305, compression: none.

1)12:21:21,886 Attempting none authentication.

1)12:21:21,895 Remaining authentication methods: publickey, password .

1)12:23:06,592 Attempting password authentication.

1)12:23:06.721 Authentication completed.

Log out Exit

PucyHok 2 — Vicionb3oBanue ¢aiinoBoro Menempxkepa Bitvise SSH Client a5 mogktoueHust K

IIJIK NLScon-LX

B oTKphbIBIIEMCSI OKHe repeiTH B KaTasor /codesys u oTKpbITh ¢aitn CODESY SControl.cfg
JBOMHBIM I1iesTukoM JIKM (cM. mpaByto yacthb puc. 3). Daiin Oyzer OTKPBIT B TEKCTOBOM PeJjaKTope.
Ianee TpebOyeTrcsi m00aBUTh B KOHEI| OTKPLITOTO (haiiia Hy>KHble W3MeHeHHus1 (00aBUTh TEKCT

[SysProcess] u T. A.) ¥ coxpaHUThb (aii.

Window Local Remote Upload queue Download queue Log

4 Upload queue ; Download queue i=|Log

Local files Fiter: Remote files
0 =] P & [® 52 [c:\Program Flles (<86)\CODESYS 3.5.16.40 - E - B € 4 feodesys
/\ =
Mame Size Type Name Size  Type
CODESYS 0 Marka c dainarm pki 4096 MNanka c dafnarmm
CODESYS OPC Server 3 0 Manka c painanm cert 409 Manka c painamm
GatewayPLC 0 Manka c paiinamn lib 409 Manka c painamn
Licenses 0 Marka c dainarm PlcLogic 4096 MNanka c dafnarmm
Packages 0 Manka c dafnamm rts_set_baud 409% Nanka c dafnamm
Temp 0 Manka c dafnamm @ 35.dat 101 <ain "DAT"
@ ReadMe rf 115891  Popmat RTF D codesys 411 TNokansHoi ek
| VersionKey ini 75 TNapameTpel KOHPWypaLK D codesyscontrol 20204124  TMokaneHsid Qnck
|=] CODESYSControl.cfg 3240 Pain "CFG"
|El SysFileMap.cfg 13 Paiin "CFG"
Uplozd (W) Enqueus paused i Binary - 5 Ask ffile exists - Pause T Download ) Enqueue paused % Binary - U5 Ask if file exists

Remote selection: 1_ file (3,_1 6 KiB)

Filter:

Date Modfied

10.10.202213:34
10.10.2022 13:34
10.10.2022 13:34
05.04.2023 15:40
10.10.2022 13:34
10.10.2022 13:34
10.10.2022 13:34
10.10.202213:34
28.04.202313:34
140420231118

Fause

Pucynok 3 — OkHO Q)aﬁ_JIOBdfo MEHeMepa Bitvise SSH Client gys TVIK NLScon-LX

Pemis
drwxrx,|
drwrax
drwr
drwxrx
drwrax
TR~
TR
WKW
W
-

3atem TpeOyercs mepe3arpy3utb [1JIK Mo muTaHWIO M BHOBB TOJAK/IFOUMTCS K HeMy uepe3

Bitvise SSH Client, uTo65I MPOBepUTH, COXPAHWIHCh JI BHECEHHbIE N3MEeHEeHMSI.



B ciyuae pa6otsl ¢ IIVIK NLScon-RSB BHecty n3meHenus B ¢aiin CODESY SControl.cfg
HerioCcpeJiICTBEHHO Yepe3 TEeKCTOBbIM peJakTop He TMOAyuyuTcs. [ BHeCeHUs] W3MeHeHUNW MOXKHO

WCIIO/Ih30BaTh TEPMUHAJIBHBIN pefakTop. C 3Toi enbio B okHe Bitvise SSH Client Hy>kHO BpIOpaTh
New terminal console.

@
= Window behavior
Default profile

Login  Options Terminal RDP SFTP  Services C25 s2C SSH  Notes About®

Server Authentication
i
i Host  192.168.0.5% Username pi
= Port 22 (D Enable abfuscation Initial method  none
- 2
Bitvise 55H Elevation Default ~
Server Contral
Panel Kerberos
SPN

[ G5S/Kerberos key exchangs

New terminal
gonsale

Hiiw SETP Proxy settings Host key manager Client key mansoer

Helo
window
1)12:21:19.627 Started a new SSH comnection.
m 1)12:21:19.628 Connecting to S5H server 192, 168.0,59:22,
1)12:21:19.639 Connection established.
MewRemote  (])12:21:19.686 Server version: SSH-2.0-OpenSSH_7.9p1 Raspbian-10-+deb10u2+rpt1
Desktop
i

1)12:21:19.686 First key exchange started, Cryptographic provider: Windows CNG (x86) with
additions

1)12:21:19.782 Received host key from the server, Algorithm: RSA/sha2-512, size: 2048 bits,
| SHA-256 fingerprint: 18GnSDZ0731vQFwKnA 104GIS/dDVZIaFGUIWInCSA,
| 1)12:21:21,875 First key exchange completed using Curve25519. Connection encryption and
integrity: chacha20-poly 1305, compression: none.
12:21:21.886 Attempting none authentication.
12:21:21.895 Remaining authentication methods: 'publickey, password..
12:23:06.592 Attempting password authentication.
12:23:06.721 Authentication completed.

Log out Exit

PucyHnok 4 — Vcnonb3oBanue TepmuHana Bitvise SSH Client
s iogkmoueHus K IIJIK NLScon-RSB

B OTKpBIBILIEMCST OKHE TepPMHHa/Ia M0C/Ie/i0BaTelbHO HabpaThb CieyroIie KOMaH/bl:
cd /usr/bin/codesys/ - HaxxaTb Enter, epexoZiiM B HY>KHYIO TariKy;

sudo nano CODESYSControl.cfg - HaxaTh Enter, 3ax0iliM B TepMUHA/IbHBIN pejaKkTop.

KomaH/bl B TEpMUHA/ILHOM OKHE U OTKDBIThI B TEPMUHAILHOM peflakTope (haiis moka3aHbl
Ha puc. 5.

E pi@192.168.0.5%:22 - Bitvise xterm - pi@NLcon-RSB: /usr/bin/codesys

Last login: Fri Apr 1 25 3 from 192.16
cd /

] pi@192.168.0.59:22 - Bitvise xterm - pi@NLcon-RSB: /ust/bin/codesys
GNU nano 3.2 CODESYSControl.cfg

x priority



[Manee TpebyeTcst 100aBUTh B KOHeL] OTKPBITOrO (haiisia Hy)kKHble u3MeHeHus (400aBUTh TEKCT
[SysProcess] u T. 4.). [lepeiBurarbcsi o (pakiny MOXKHO C IIOMOLLBIO CTPe/IOK. Pe3yrbTar rnokasaH Ha
puc. 6.

n pi@192.168.0.5%:22 - Bitvise xterm - pi@NLcon-R3B: /usi/bin/codesys
GNU nano 3.2 CODESYSControl.cfg

526Tbla2cA94:

6027f8f9916e if2218fee4

8 Get Help We Write Out Where Is y
Wi Read File [\ Replace sl To Spell Go To Line

PucyHok 6 — TepmuHanbHblii pegaktop Bitvise SSH Client gns ITJIK | NLScon-RSB

YToObI COXpaHUTh BHECEHHbIe B (hailyl u3MeHeHus:, HY>)KHO Haxkath Ctrl+X, 3atem Y u Enter.
3arem TpeOyeTcst miepe3arpy3uth I1JIK Mo muTaHWIO ¥ BHOBb TOJK/TIOUUTCA K Hemy uepe3 Bitvise
SSH Client, 4To6bI NMPOBEPUTb, COXPAaHWIUCh /M BHeCeHHble M3MeHeHMs. CreaTb 3TO MOXXHO C
TOMOII[bI0 (haiisioBoro MeHepkepa (cM. puc. 2-3).

[Tocne BHecenus u3meHenut B daitn CODESY SControl.cfg u3 cpeapl ucnonnenusi Codesys
CTaHeT BO3MO)KHO OTIIPaB/IATh TepPMHUHA/bHbIe KOMaH/bl. B TIpoekTe [/si 3TOTO HWCIOMb3YeTCs
dbyHKIMS SysProcessExecuteCommand2 oubmoreku  SysProcess Implementation?2,
TI03BOJISAIONAs BHITIONIHATE YKa3aHHYIO B ee TlapamMeTpax KOMaH[Y M 3aricaTh TeKCTOBBIM BBIBOJ
(pe3ynbTar) 5TOM KOMaH/bI.

B nmanHoMm mnpumepe B ¢yHkiuu Run_Command() BbIMONHSETCS TepMHHaIbHasi KOMaH/a
blkid , vcnionb3yemast [yt TiosyueHuss uHbopmalyyd 06 uaeHTH(HUKaTopax OIOUHBIX YCTPOMCTB.
[Tocne BIMOTHEHUST TeKCTOBBIM BBIBO/| JAHHOW KOMaH/ibl Bo3BpaillaeTcs ¢pyHkiuelr Run_Command.
B kauectBe mpumepa B @QyHkimu ~ Run_Command() mo pe3synbTaty BbinonHeHusi blkid
ornpezensercs UUID 6/104HOro yCTpOMCTEA :

test_string:= MID (Command_Output, 16, FIND (Command_Output, 'UUID"));



project” - CODESYS - 8 x
File Edt View Project Buld Online Debug Tools Window Help Y
B EI& o o % R M W 8 B |- (5 ¥ | Application [Device: PLC Logic] + 0% @ ) w % 4
Devices v 3 %X ffi) ‘eraryManager [E] Run_Command x |[J Devicz  |[5] PLCPRG ~lFe 2 x
= 3 RsE_usb_access M|  Device Application.Run_Command e
- g‘]":j [<onneci=d) (CODESYSicont ol NICAP) Expression Type Value Prepared va ]
= ogic - .
Run_Command STRING(400) Pro.
By —— = ® Run_ (400 - &
i) Liorary Manager @ command STRING blkid
PLC_PRG (PRG) e ot s
] s Conmand 680 # Command_Output STRING(300) devjmmcblk0p1: LABEL_FATBOOT="boot" LABEL="boot’ UUID="AAS0-A405" TYPE="vfat” PARTULID="Talacasc-01"SN/dev/mmeblk0p2: LABEL="rootfs" UUID="3a2edb3f-cd4e-4a52-2653-33860070d39" TVP.
hy # test_string STRING UUID="RA%0-440
=& Task Configuration o o
2 O vanrask @ outputsze unr
) pc_pre
7]
2| 1/ sysProcessExecuteComnandz samonsser roamay psiCommand # §OpIPYST OTSeT B FoMIREY B CTPORS PSISEAOUE
3| // Zng ToTO, UTOOM ROMaEIA BENIONEANACH, HEOOXONMMO YRE3aTh ee B aiine /codesys/CODESYScontrol.cfg creXymmm obpasom:
5
s| /s [sysprocess]
d 7/ commana.o-1s
7| // Command.1
o
o 7/ commanax= ...
10
8 1 SysProcessExecuteCommand?2 (
12 pazCommand := command_ bes ],
13 pszStdOut := Command_Oucput] Tasumme 3
14 e
15 PResult
el
2] ourpucstze[HT] += ST2EOF (Command_Outpur RS ¢
16)
15| ¢ test_stringUUDZAAS Y := MID (Command_Output[ Tesimmssl ], 16, FIND (Command_Output| Teavimmesi b, 'UU B
Run_Command = J:=Command Output Temmmes 3} // = 37oi cipos ymobio mocrasurs Breakpoint
Desaription
Cross Reference List - 2 x| wath1
Device. Application.Run_Command Q| |# 7| Fiter by Symbol, POU, Variable, Access, Context, Ty < v+ EH & | Expression Application Type Value Prepared value  Execution point
Symbol pou Varisble Access Context Type Ac

IRy —

Ly —

Recircation  FINCTION Bum Comenand - STOING(M  Bum Command

|5 Devices [} Pous

| B Watch 1 [ Breakpoints

[ET Hessages -Total 0 eror(=), 0 waming(s), 0 messagels)]

Device user: Anonymous Lastbuid: @0 ® 0 Precompie o/ (a | EEONEEIN Program loaded

Program unchanged

Project user: (nobody)

Q&

PucyHok 7 — Pe3ynbrat BbInosiHeHUs TepMuHanibHOM KoMaHpbl blkid ans TIJIK NLScon-RSB



